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CYBERQUEST
Knows everything™

COMPLYING WITH THE EUROPEAN GENERAL DATA PROTECTION REGULATION

Achieving GDPR Compliance on Time
Comprehensive changes of business practices for companies that need to implement a high level of personal
data privacy and security
The EU General Data Protection Regulation (GDPR) - 2016/679 replaces the Data Protection Directive 95/46/EC and was designed to
harmonize data privacy laws across Europe, to protect and empower all EU citizen’s data privacy and to reshape the way
organizations across the region approach data privacy.

“Personal data is any information relating to an individual, whether it relates to his or her private,
professional or public life. It can be anything from a name, a photo, an email address, bank details, posts on
social networking websites, medical information, or a computer’s IP address.” – European Commission

Is Your Company Subject to GDPR?

No Time to Wait!
The regulation enters into application
25 May 2018 after a two-year transition
period since its launch. The sanctions rise
up to 20 mil. EUR, or up to 4% of the total
worldwide annual turnover of the preceding
financial year, whichever is higher.

The regulation applies to companies based in EU member
states, but also applies to organizations based outside the
European Union if they process personal data of EU residents.
Key features of the GDPR have a significant impact on security
requirements and therefore will require both process and
technology changes, in order to:
• collect and process personal data only when this is legally
permitted
• respect certain obligations regarding the processing of
personal data
• respond to complaints regarding breaches of data protection
rules
• collaborate with national data protection supervisory
authorities
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Key GDPR Obligations
All companies (called ‘data controllers’) must respect the following rules as set out in the Directive:

1. Protection of personal data:
• must be processed legally and fairly, accurate, updated and kept only as long as necessary
• must be protected from theft and misuse, against accidental or unlawful destruction, loss, alteration and
disclosure, particularly when processing involves data transmission over networks. They shall implement
the appropriate security measures.

2. Increased flexibility and transparency for the data subjects:
• Ensure the right to access, update or remove their personal data
• Data protection by design (included into systems) and data protection by default
• Ensure data portability
• Breach notification

3. Continuous compliance and audit

How to Comply
The essential steps to GDPR compliance are gaining a clear perspective over the scope and type of personal data your organization
handles, and implementing proper processes to protect that data and track its use.
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Know your
data

3
Manage access
to data
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Encrypt data
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How Can CyberQuest Help
ACT

CyberQuest is a fast and eﬀicient platform for managing data analytics, with advanced
capabilities for monitoring and investigating IT incidents in a highly intuitive graphic
environment.
The solution manages all types of information and ensures the security and integrity of data in
accordance with the EU GDPR requirements.
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Prepare internally
• You need to have a global visibility of sensitive data
• Make sure you are only managing data that you actually need or are lawful to process
• Understand data proliferation

Manage
• Ensure transparency and data adequacy: easy to use data flows and trimming useless / extra information through the DTS
capability (Data Transformation Services)
• Adjustable data retention period

Protect & Secure
• Ensure integrity of data through data storage digital sign
• Data protection by design and by default: o DTS-trim data as data flow - data classification
o File activity monitoring
o Change and access monitoring
o Data access governance
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• Security of processing: o Agent to server communication is done securely by encrypting the information before sending it
o Change and access monitoring
o Anomaly Analyzer – identifying anomalies
o Data access governance
o Data storage filtered / nonfiltered import jobs (rollback and recovery)
o Data storage encryption and digital signature
o Real-time / summarized alerting (default or user defined)

Authorization
• Proving the compliance to requirements

Review
• Compliance reports: comprehensive pre-built reports for GDPR and predefined, scheduled reports based on internationally
recognized standards and frameworks (ISO 27001, COBIT, FISMA, HIPPA, PCI/DSS, SOX)
• Sending role-based reports according to the job’s specifications and tasks

Results
• Data protection, security and compliance
• Real-time visibility and governance
• Rapid analysis among all data in a matter of seconds
• Smart detailed analysis for each security incident
• Enhanced decision making capability and decision making support with specific dashboards

About Nextgen Software
Nextgen Software is an agile European technology company that delivers innovative cybersecurity software solutions based on more
than 15 years of worldwide experience in successful implementations with both government and enterprise sectors.
Our solutions ensure full visibility, compliance to international standards and regulations, and powerful analytics that keep your
company safe and strong.
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